OEAEPAJIbHASA CNYXXBA MO TEXHUWYECKOMY N 3KCMOPTHOMY KOHTPOJ1HO

NMPUKA3
ot 5 peBpans 2010 r. N258

Ob YTBEPXXAEHWNUN NOJIOXXEHUA
O METOAAX U CNMMOCOBAX 3ALLNTbI UHOPOPMALIMN B UHOOPMALIMOHHbIX
CUCTEMAX NEPCOHAJIbHbIX JAHHbIX

B cooTtBeTcTBUM C NYHKTOM 3 lNonoxeHust 06 obecneveHnn 6€30MacHOCTM NEPCOHANbHbIX AAHHbIX NPU KX
06paboTke B MHMOPMALMOHHBIX CUCTEMAX MNEPCOHaNbHbIX AAHHbIX, YTBEpPXAEeHHOro locTaHoBNEeHMEM
MpaBuTenbctBa Poccuiickon ®epepaumn ot 17 Hos6ps 2007 r. N 781 (CobpaHve 3akOHOAATENbCTBA
Poccwuiickoint ®enepaunn, 2007, N 48, cT. 6001), nprkasbliBato:

YTBepanTb npunaraemoe onoxeHne o MeToaax M cnocobax 3awmTbl MHDOPMaUMK B MHMOPMALMOHHDBIX
CUCTEMaX NEPCOHAsIbHbIX AAaHHbIX.

OvpekTop ®enepanbHol cyxobi
Nno TEXHUYECKOMY

1 3KCMOPTHOMY KOHTPOJIO
C.rPUropoB

MNpunoxeHue
K Mpukasy ®CTIK Poccum
oT 5 deBpans 2010 r. N 58

NMOJIOXXEHMUE
O METOAAX U CNOCOBAX 3ALLNTbI UH®POPMALIMN B UHOOPMALIMOHHBbIX
CUCTEMAX NEPCOHAJIbHbIX AHHbIX

I. O6Lwme nonoXxeHus

1.1. Hactosawee TlonoxeHne pa3pabotaHo B CcooTBETCTBMM C lNonoxeHnem 06  obecneyeHum
6e30nMacHOCTN NepPCOHanbHbIX AaHHbIX Npu UX 06paboTke B MHAOPMALMOHHBIX CUCTEMAX NEPCOHASbHbLIX
[aHHbIX, YTBEPXAEHHbIM [ocTaHoBNeHMeEM [MpaBuTenbctBa Poccuiickon ®degepaunn ot 17 Hosibpst 2007
r. N 781 (CobpaHue 3akoHoaaTenbctBa Poccuiickoit depepaumnn, 2007, N 48, ct. 6001), n yctaHaBnMBaeT
MeToabl M cnocobbl  3awmTbl  MHMOPMauMK, npuMeHsemble ans  obecneveHuss 6e3onmacHoCTU
nepcoHasibHbIX AaHHbLIX Npy nx 06paboTke B MHGMOPMALMOHHBIX CUCTEMaX NepcoHasbHbIX AaHHbIX (Janee
- WHQOPMALMOHHbIE  CUCTEMbI) FOCYAAPCTBEHHbIMM  OpraHamu,  MyHMUMNanbHbIMKW  OpraHamu,
IOPUANYECKUMU MU (DUBMYECKMMIN NTMLAMW, OPraHu3ylowmmMm 1 (Mnmn) ocylwecTBasiowmMm obpaboTky
NnepcoHasbHbIX AaHHbIX, @ TaKxKe onpeaensiowmMMn uenn mn cogepxaHne obpaboTkuM MNepcoHanbHbIX
JaHHbIX (ganee - onepaTop), WM NULOM, KOTOPOMY Ha OCHOBaHMW [JOroBopa OnepaTtop nopyyaer
06paboTky nepcoHanbHbIX AaHHbIX (Aanee - yrnoaHOMOYeHHoe Muo).

B HacToswem onoxeHMn He paccMaTpuBalOTCS BOMpockl obecneveHnss 6€30nacHOCTN NepCoHasbHbIX
[aHHbIX, OTHECEHHbIX B YCTAHOB/IEHHOM MOPSAKE K CBEAEHWUAM, COCTaBNSIOWMUM rOCYAapCTBEHHYIO TaliHy,
a TaKke BOMPOChI MPUMEHEHMS KpunTorpacmyecknx METoA0B M cnocobos 3awmTbl MHdOpMaLmMu.

1.2. K meTogam 1 cnocobam 3awwmntbl MHGOpMaLmm B MHGOOPMALIMOHHbBIX CUCTEMAxX OTHOCATCS:



MeToAbl M cnocobbl  3awmMTbl  MHdopMauuy, 06pabaTbiBaEMON  TEXHUYECKMMW  CpeacTBaMU
WH(DOPMALIMOHHON CUCTEMbI, OT HECaHKLUMOHMPOBAHHOrO, B TOM u4WCe C/yyaHoro, AocTyna K
nepcoHanbHbIM AaHHbIM, pe3ynbTaToOM KOTOPOro MOXET CTaTb YHUUTOXEHME, U3MeHeHne, 61oKMpoBaHue,
KOMMPOBaHME, PpacnpoCTpPaHeHMe MepCoHasbHbIX AAHHbIX, @ TakKe WHbIX HECaHKUMOHWPOBaHHbIX
JeNCTBUI (fanee - MeTodbl U Cnocobbl 3aWMThl UHDOPMaLMK OT HECAHKLIMOHMPOBAHHOIO I0CTYMA);
MeToAbl M Cnocobbl 3almTbl peyeBoi MHdOpMauMK, a Takke WHdopMauuu, NpeacTaBieHHON B Buae
MH(OPMATUBHBIX 3MEKTPUYECKUX CUrHANOB, (PU3NYECKUX MONEN, OT HECAHKLMOHMPOBAHHOIO AOCTYNa K
nepcoHanbHbIM  AaHHbIM, pe3yNbTaTOM KOTOPOro MOXET CTaTb KOMMPOBaHWe, pacrnpoCTpaHeHune
MepCoHasnbHbIX AaHHbIX, @ TakXKe MHbIX HECAHKLMOHMPOBAHHLIX AEWCTBUIA (Janee - MeToabl M Crocobbl
3aWnTbl MHDOPMALMKM OT YTEYKM MO TEXHUYECKUM KaHanam).

1.3. Ans Bbibopa 1 peanun3aumn MeTOA0B U CNOCO60B 3almTbl MHOPMaLMK B MHDOPMALIMOHHONM cucTeMe
onepaTopoM MAW YMNOSHOMOYEHHbIM JIMLOM MOXET Ha3Ha4yaTbCs CTPYKTYpHOE MoApasfeneHne Wan
JOMKHOCTHOE Nnuo (paboTHKK), OTBETCTBEHHbIE 3a obecnedeHne 6€30nacHOCTM NePCOHasbHbIX AaHHBbIX.
[Ons Bbibopa M peanusauuyM MeToAoB M CnocoboB 3awmuThl MHMOPMaLUUM B MHAOPMALMOHHOM cucTeme
MOXET MPUBEKATbCA OpraHuM3aums, nMmerowwas oOpPMIIEHHYO B YCTAHOB/IEHHOM MOPSAKE NIMLEH3UI0 Ha
OCYLLECTB/IEHUE AEATENBHOCTM MO TEXHUYECKOW 3alUnTe KOHUAEHUMANBHON MHbOpMaLMK.

1.4. Bblibop v peanvsauust METOAOB M CrnocoboB 3alunTbl MHGOPMaUUKU B MHGMOPMALIMOHHOW CUCTEME
OCYLLECTBNSAIOTCA Ha OCHOBE OnpefensieMbiXx OornepaTtopoM  (YNOSHOMOYEHHBLIM  IMUOM)  Yrpo3
6e30MacHOCTM MepCcoHanbHbIX AaHHbIX (MOAenu yrpo3) U B 3aBUCMMOCTM OT Kracca MHGOPMaLMOHHOM
CUCTEeMbl, OnpeAeneHHOro B COOTBETCTBMM C MopsaKoM npoBeaeHus knaccndmkaumm MHOOPMaLUMOHHbIX
CUCTEM MNepCOHasbHbIX AAHHbIX, YTBEPXAEHHbIM [lpukazom OCTOK Poccun, ®CB Poccn  u
MuHnHdopmesasn Poccumn ot 13 depana 2008 r. N 55/86/20 (3apeructpuposaH MuHioctoMm Poccun 3
anpensi 2008 r., peructpaumoHHbii N 11462).

Mopenb yrpo3 paspabaTbiBaeTcsl Ha OCHOBE METOAMYECKUX AOKYMEHTOB, YTBEPXXAEHHbIX B COOTBETCTBUM
¢ nyHkTOM 2 lMocTtaHoBneHus MpaeuTtenbcTBa Poccuiickon Geaepaummn ot 17 Hosbps 2007 r. N 781.

1.5. BblbpaHHble M peanv3oBaHHble MeTodbl M Cnocobbl 3almMTbl MHMOPMaUMM B MHGMOPMALMOHHOM
cucTeMe AoSMkHbI 0becneymBaTh HeMTpanu3aumio npeanonaraeMbliX yrpo3 6€30nacHOCTM NepCoHasibHbIX
[aHHbIX MpU KX 06paboTke B WHMOPMALMOHHLIX CUCTEMAX B COCTaBE CO37aBaeMoOM OMepaTopoM
(YNOMHOMOYEHHbIM NIMLIOM) CUCTEMBI 3aLUMUTbI NEPCOHANBHbIX AAHHbIX.

II. MeToapl 1 cnocobbl 3aLwmMThl MHGOPMaLMK
OT HECAHKLMOHNPOBAHHOMO AOCTYyMNa

2.1. MeToaammn n cnocobamu 3almTbl MHGOPMALIMKU OT HECAHKLMOHMPOBAHHOIO AOCTYNa SABMSAIOTCS:
peanusaums paspelmMTenbHON cucTeMbl AOMycCKa nosib3oBaTeneit (06cnyxuBatowero nepcoHana) K
MHDOPMALIMOHHBIM pecypcaM, UHHDOPMALIMOHHOW CUCTEME M CBSI3aHHBLIM C ee UCMOoJIb30BaHNEM paboTam,
LOKYMEHTaM;

orpaHuMyeHue [OCTyrma Monb3oBaTeneil B MOMELLEHWSl, TAe pasMeLleHbl TEXHUYECKUe CpeacTBa,
Nno3BONSIOWME OCYLIECTBNATL 06paboTKy NepCoHanbHbIX [aHHBIX, @ TaKkKe XpaHsTCa HocuTenu
WHdopMaLmu;

pasrpaHuyeHve JOCTyna nonb3oBaTenei u 0b6CyXMBatoLWero nepcoHana K MHMOPMaLMOHHBIM pecypcam,
NporpamMMHbIM cpeacTBaM 06paboTku (nepeaaumn) m 3almTbl MHGOPMaLUK;

perucTpaums LencTeuii nonb3oBaTenei n obcny>xmBaroLLero nepcoHana, KOHTpO/1b
HECaHKLMOHMPOBAHHOrO A0CTyrMa MW [AeWCTBUWA nonb3oBaTeneil, 06cnyxuBalolwero nepcoHana u
NOCTOPOHHUX NNL;

YYET M XpaHEHWE CbeMHbIX HocuTenel MHhopMaLmMm U Ux obpalleHne, UCKIHYaloLWEe XULLEHWE, NOAMEHY
N YHUYTOXEHWE;

pe3epBu1pOBaHNE TEXHUYECKUX CpeacTs, AybnmMpoBaHMe MacCcMBOB M HocuTenel uHdopmaumu;
UCNONb30BaHWe CpeacTB 3awmTbl MHdOpMauuM, npoleawrx B YCTAHOBIEHHOM MNOpsiAKe npoueaypy
OLIEHKN COOTBETCTBUS;

MCNONb30BaHNE 3aLUMLLEHHBIX KaHaN0B CBS3N;

pa3MelleHne TEXHUYECKMX CPeacTB, MO3BONSIOWMX OCYLLECTBNSATL 06paboTKy NepcoHanbHbIX AaHHbLIX, B
npeaenax oxpaHsieMon TeppuTopuu;



opraHvsaumsi (u3anyeckor 3aluTbl MOMEWEHUN U COBCTBEHHO TEXHWYECKUX CPeACTB, MO3BOMSIOLMX
OCYLLEeCTBNATb 06paboTKy NepcoHanbHbIX AaHHbIX;

npefoTBpalleHMe BHEAPEHUS B WMHMOPMAUMOHHbIE CUCTEMbl BPEAOHOCHbIX MporpamMMm (nporpamm-
BMPYCOB) M MPOrpaMMHbIX 3aK1agok.

2.2. B cucteMe 3almMTbl NMEPCOHANbHbIX AaHHbLIX MH(OPMALMOHHOW CUCTEMbI B 3aBUCMMOCTM OT Kacca
MH(OPMALMOHHOM CUCTEMBI M UCXOAsl M3 Yrpo3 6e30MacHOCTM MEPCOHANbHbIX AaHHbIX, CTPYKTYpbl
WMH(OPMALMOHHON CUCTEMbI, HaNMUMS  MEXCETEBOrO B3aWMOAENCTBMS W pPEXMMOB  06paboTku
nepcoHasnbHbIX AaHHbIX C UCNOIb30BaHNEM COOTBETCTBYHOLUMX METOAOB M CNOCco60B 3awmTbl MHMOPMaLMK
OT HeCaHKUMOHMPOBAHHOMO AOCTyMNa peanusyloTcsa (yHKUMM ynpaBneHus AOCTYNOM, perncrpaunm u
yyeTa, obecneyeHnss LEnoCTHOCTW, aHanu3a 3alMLieHHOCTH, obecnedeHust 6e30nacHOr0 MeXCeTeBoro
B3aUMOAENCTBMSI U 0BHapPYXXEHNUS BTOPXKEHUIA.

MeToabl M crnocobbl 3awmTbl MHMOPMaUMM OT HeCaHKUMOHMPOBAHHOMO AOCTyra, obecneumsatoime
QyHKUMM ynpaBneHus [OCTYNoM, perucrpauMnm un y4deta, obecnedeHus UeNOCTHOCTM, aHanv3a
3alMILEHHOCTH, obecrneveHnst 6e30MacHOr0 MEeXCETEBOro0 B3aMMOLEMCTBUS B 3aBMCMMOCTM OT Kacca
MH(OPMALMOHHOW CUCTEMbI ONPEAENsOTCS onepaTopoM (YrNOSHOMOYEHHBIM JIMLIOM) B COOTBETCTBUMU
C NPUNOXEHNEM K HacTosiweMy MonoxXeHuto.

2.3. B MHDOPMALIMOHHBIX cucTemax, UMeroLnx noakoyeHne K MHMOPMaLNOHHO-
TENEKOMMYHUKALUMOHHBIM CETSIM  MeXAYHapoAHOro WHGOpMaUMOHHOro obmeHa (ceTsM cBsi3n obLiero
Nnonb3oBaHMs), WM npu  GYHKUMOHMPOBAHMM  KOTOPbIX MPEeAyCMOTPEHO MCMOIb30BAHWE CbEMHbIX
HocuTenen MHhopMaLmm, UCTONb3YIOTCS CPEACTBA aHTUBUPYCHOWM 3alMThI.

2.4. Mpn B3aUMOAENCTBUM WH(OPMALMOHHBIX CUCTEM C WH(OPMALMOHHO-TENEKOMMYHUKALMOHHBIMU
CETAMM MeXAyHapOoAHOro MHdbOpMaunoHHOro obMeHa (CeTamMm CBsi3M Ob6LLEero nosb30BaHMs) Hapagy ¢
MeTodamMn M cnocobamu, ykasaHHbIMW B NyHKTe 2.1 HacTosiwero MonoXxeHusi, OCHOBHbIMW METOAAMM U
cnocobamm 3awmTbl MHPOPMaUMM OT HECAHKLMOHMPOBAHHOIO A0CTYNa ABASIOTCA:

MEXCETEeBOE 3KpPaHMpoBaHME C Lefblo ynpaBleHus [OCTynoM, ¢unbTpaumMm CeTeBbiX MAKETOB U
TPaHCNALMM CETEBbLIX apeCcoB A/t CKPbITUSI CTPYKTYPbl MHCOPMALIMOHHOMN CUCTEMBI;

0bHapyXeHne BTOPXXEHMI B MHDOPMALMOHHYIO CUCTEMY, HapyLUQIOWMX WK CO3AA0WMX MPEANOChIIKN K
HapYLUEHUIO YCTaHOB/IEHHbIX TpeboBaHMI No obecneyeHnio 6e30NacHOCTN NEPCOHaNbHbIX AaHHbIX;
aHanms 3aLUMLLEHHOCTH NMH(OPMALIMOHHBIX cucrtemM, npeanonaratoLwmmn NpUMeHeHne
cneumanm3npoBaHHbIX MporpaMMHbIX CpeacTs (CkaHepoB 6e30nacHoOCTK);

3awmTa nHdopMaumm Npu ee nepegade No KaHanaM CBS3n;

MCMoNb30BaHME CMapT-KapT, 371EKTPOHHBLIX 3aMKOB U APYrMxX HocuTenen MH@opMauuu AN HaaexXHoM
naeHTUdUKaUMn 1 ayTeHTUbMKaUmMm nonb3oBaTenen;

MCNoNb30BaHNE CPEACTB aHTUBUPYCHOW 3aLLMThbI;

LieHTpasiM30BaHHOE yrpaBfeHNe CUCTEMOM 3alLMTbl NEPCOHANbHBIX AaHHbIX MHOPMALMOHHOW CUCTEMBI.
2.5. MoakntoueHne MHGMOPMALMOHHBIX cucTeM, obpabaTbiBaloWmx rocyAapCTBEHHblE MHMOPMALUMOHHbIE
pecypcbl, K WHGOPMALUMOHHO-TETEKOMMYHUKALMOHHBIM CETSM  MEXAyHapoAHOro WMH@OpPMaLMOHHOro
obMeHa OCyLIEeCTBNSIETCS B COOTBETCTBUM C YKa3oM pe3unaeHTta Poccuiickolit ®epepaunm ot 17 MapTa
2008 r. N 351 "O mepax no obecnevyeHnto MHGOpMaLMOHHON 6e3onacHocTn Poccuitckolt deaepaummn npu
NCNONb30BaHNM MHMOPMALMOHHO-TENEKOMMYHUKALIMOHHBIX CETEN MeXAyHapoAaHOro WMHMOPMaLMOHHOMO
obMeHa" (CobpaHue 3akoHoaaTenbcTBa Poccuiickornt depepaumnn, 2008, N 12, ct. 1110; N 43, cT. 4919).
2.6. [Ona obecneveHnss 6e30MacHOCTM MNepPCOHaNbHbIX AAHHBIX MPU MOAKIYEHUU WHPOPMALMOHHDBIX
CUCTEM K MHGPOPMALMOHHO-TENEKOMMYHMKALMOHHBIM CETAM MEXAYHapOAHOro MHMOpMaLMOHHOro obMeHa
(ceTaM cBA3M 06LIEro MoJSib30BaHWs) C LENblo MoslydyeHnss o6LeaoCTynHOM MHbOopMaumMM MOMUMO
MeToAoB M CrnocoboB, YKasaHHbIX B NyHkTax 2.1 un 2.4 HacTosiwero [lonoXeHus, MpUMEHSIIOTCS
cneaylowme OCHOBHbIE MeToAbl M CNocobbl 3awmTbl MHGOPMaLUM OT HECAHKLIMOHNMPOBAHHOIO OCTYyMa:
bunbTpauns Bxopawmx (MCXoAsWMX) CETEBbIX MAKETOB MO NpaBuiaM, 3afaHHbiM  OnepaTopoM
(YNONHOMOYEHHbIM NIULIOM);

nepuvoanyecknii aHanmM3 6e30MacHOCTU YCTaHOBMEHHbIX MEXCETEBLIX 3KPAaHOB Ha OCHOBE WMMWUTaLUK
BHELUHMX aTaK Ha MH(OPMALIMOHHbIE CUCTEMbI;

AKTUBHbIA ayauT 6e30MacHOCTM MHGOPMALIMOHHON CUCTEMbI Ha MpeAMET O6HapyXeHuUsl B pexume
peanibHOro BPEMEHW HECAHKLIMOHUPOBAHHOWN CETEBOIN aKTUBHOCTY;



aHanuM3s  MNpvHMMaeMoli MO  WMHGOPMALMOHHO-TENEKOMMYHMKALUMOHHBIM — CETSM  MeXAYyHapOoAHOro
MHMOPMaLMOHHOIrO 0bMeHa (ceTsaM CBA3M 06LLEro Nosib30BaHUS) MHMOPMaLUUM, B TOM YUCIIE Ha Hanuume
KOMMbIOTEPHbIX BUPYCOB.

Ana peanusaumm yKasaHHbIX MeTOAOB M CnocoboB 3awwmTbl MHMOPMAUMM  MOryT MPUMEHSATBLCS
MEXCETEBbIE 3KPaHbl, CUCTEMbl OOHAPYXXEHUS BTOPXXEHWW, CPeACTBa aHanM3a 3alMLLEHHOCTH,
Cneumann3npoBaHHble KOMMEKCHI 3alMThbl MU aHaNU3a 3aLUMLLEHHOCTU MHdOpMaLnK.

2.7. [Ona obecneyeHns 6e30nMacHOCTM MNEPCOHaNbHbIX AaHHbIX MpW  yAaneHHOM AoCTyne K
MH(OPMALIMOHHON CUCTEME Yepe3 WMHGOPMaLMOHHO-TENEKOMMYHUKALUMOHHYIO CETb MEXAYHapOAHOro
MHdOpMaLMoHHOro obMeHa (CeTb CBSI3M 06LLEro Nosib30BaHMs) MOMMMO METOAOB M CMOCOH0B, YKa3aHHbIX
B NyHKTax 2.1 n 2.4 HacToswero MonoXxeHns, NPUMEHSIOTCA Cneaylolme OCHOBHblIE METOAb! U CrOCcobbI
3aLWmnTbl MHDOPMALMM OT HECAHKLMOHUPOBAHHOMO AOCTYMa:

npoBepka NOAMHHOCTK oTnpasuTens (yAaneHHOro nofb3oBaTens) U LEeNOCTHOCTU nepeaBaeMbiX Mo
MH(OPMALIMOHHO-TENEKOMMYHUKALIMOHHON CETU MEeXAyHAapoAHOro WHbOpMaLMoHHOro obMeHa (ceTu
CBSA31 06LLero Nonb30BaHMS) AAHHbIX;

ynpaeneHve AOCTYMNOM K 3alMLLaeMbIM NePCOHasbHBIM AaHHBIM MHOPMaLMOHHON ceTy;

ncrnonb3oBaHue aTpubyToB 6esonacHoCTH.

2.8. [na obecneuyeHnss 6e30MacHOCT MEPCOHANIbHBIX AaHHbIX MPU  MEXCETEBOM B3aVMMOAENCTBUM
OTAENbHbIX ~ MH(MOPMALUMOHHBIX  CUCTEM  4Yepe3  MHGMOPMALMOHHO-TENEKOMMYHUKALMOHHYKD — CeTb
MeXAyHapoAHOro MHMOpMauMoHHOro obMeHa (ceTb CBA3M 06Llero nosib3oBaHUS) MOMUMO METOAOB U
cnocoboB, YyKasaHHbIX B NyHKTax 2.1 n 2.4 HacToswero T[lonoXeHusi, MpPUMEHSIIOTCS  creayowme
OCHOBHble MeToAbl M CNocobbl 3aWnTbl MHPOPMaLMK OT HECAHKLMOHMPOBAHHOIoO AOCTYNa:

CO3AaHve kaHana cBs3n, obecrneunBatoLLero 3alwuTy nepeaasaemMoit MHdopmMaumu;

OCYLLECTB/IEHME ayTeHTUMKALUMN  B3aUMOAENCTBYIOWMX MHAOPMALMOHHLIX CUCTEM U NpoOBepKa
MO/IMHHOCTM MOJIb30BATENEN M LETOCTHOCTU NEPEAABAEMbIX AAHHbIX.

2.9. [ns obecneyeHnss 6e30MacHOCTM MEPCOHANIbHBIX AaHHbIX MPU  MEXCETEBOM B3aUMOAEWCTBUM
OTAENbHbIX WMH(OPMALMOHHBIX ~ CUCTEM pasHblX ~ orepaTopoB yepes MHMOPMaLIMOHHO-
TENEKOMMYHUKALMOHHYIO CeTb MEeXAyHapoaHOro wuHgopMaumoHHoro obmeHa (ceTb cBs3n obLiero
Nnonb30BaHMs) MOMMMO METOAOB M CMOCOB0B, yKa3aHHbIX B NyHKTax 2.1 u 2.4 HacToswero lonoxeHus,
NPUMEHSIIOTCA  cneaylolmMe  OCHOBHble  MeToabl M cnocobbl  3awmnTbl  MHMOpMaumum  OT
HeCaHKLMOHMPOBAHHOI0 AoCTyna:

CO3jaHve kaHana cBs3n, obecrneynBatoLLero 3awuTy nepeaaBaemMoi MHgopmMaumu;

ayTEHTU(UKAUMS  B3aUMOAEUCTBYIOWUMX  MHQPOPMALMOHHLIX CUCTEM W MpOBEpPKa  MOAMHHOCTM
nosib3oBaTesieN U LENOCTHOCTY NepeaaBaeMbiX AaHHbIX;

obecneveHne nNpeaoTBPALLEHWs  BO3MOXHOCTM  OTpUUAHMS  Mnofb3oBaTenieM  dakta  OTMpaBKu
nepCcoHanbHbIX AaHHbIX APYrOMY MOJb30BaTENIo;

obecrneyeHne npeaoTBpallEHUs  BO3MOXHOCTM  OTpUUAHMA  nofb3oBaTeneM dakta nonayyeHus
nepcoHanbHbIX AaHHbIX OT APYroro nosb3oBaTens.

2.10. O6bMeH nepcoHanbHbIMM AaHHbIMKM Npu  MX 06paboTke B  MHMOPMAUMOHHBLIX CUCTEMAax
OCYLLECTBNSETC MO KaHanaMm CBS3W, 3aliMTa KOTOPbIX obecrneumBaeTcs NyTeM peanusaumu
COOTBETCTBYIOLMX OpraHM3aLMOHHbIX Mep U (MIKN) NMPUMEHEHUSI TEXHUYECKUX CPeaCTB.

2.11. MoaknioyeHne MHGPOPMALMOHHON CUCTEMbI K WMH(OPMALMOHHON CUCTEME APYroro Knacca Wam K
WHOPMALIMOHHO-TENTEKOMMYHUKALMOHHOW CETM  MEXAYHapOAHOro MHQOPMauUMOHHOrO obMeHa (ceTu
CBS13U 06LLEro Nonb30BaHUS) OCYLLECTBSIETCS C UCMOMb30BAaHNMEM MEXCETEBbLIX IKPAHOB.

2.12. MporpamMMHOe obecneyeHne CpeacTB 3almTbl MHGOPMaLMKU, NMPUMEHSIEMbIX B MH(OPMALMOHHbIX
cucTeMax 1 knacca, MpoXoanT KOHTPOSb OTCYTCTBUS HEAEKNapUPOBaHHbIX BO3MOXHOCTEMN.
HeobxoanMocTb NpoBeAeHUst KOHTPOSIS OTCYTCTBUSI HeAeKNapMpPOBaHHbIX BO3MOXHOCTEN MPOrpaMMHOro
obecneveHnss CpeacTB 3alnTbl MHGOPMaUMKM, MPUMEHSIEMbIX B WMHMOPMAUMOHHBLIX cucTeMax 2 U 3
Kf1iaccoB, onpeaensercs onepatopoM (YNOSHOMOYEHHbIM SIMLOM).

2.13. B 3aBMCMMOCTM OT O0COBeHHOCTeM 06paboTKM NEPCOHANbHLIX  AAHHBIX W CTPYKTYpb
MHMOPMALMOHHBLIX CUCTEM MOMyT pa3pabaTtbiBaTbCl WM MPUMEHSATbCS  ApyrMe  MeToAbl  3aluuThbl
uHbOpMaLUMM 0T  HECaHKUMOHMPOBAHHOFO  AOCTyna, obecneuvBaloMe HeWTpanuM3aumio  yrpo3
6e30MacHOCTV NepCcoHanbHbIX AAHHbIX.



III. MeToapl 1 cnocobbl 3awWwmTel MHOPMaLMK
OT YTEUKM MO TEXHUYECKMM KaHa/laM

3.1. 3awmTta peyeBOn WHGOPMaUMM WU WHPOPMaUUM, NpeacTaBfeHHOW B Buae WHMOPMATUBHbIX
3NEKTPUYECKMX CUrHANOB U (DU3NYECKUX MONEN, OCYLLEeCTBNSETCA B Cyyasix, Korga npy onpeaeneHunm
yrpo3 6e30MacHOCTM NepcoHasnbHbIX AaHHbIX WM (OPMUMPOBAHUM MOAENM Yrpo3 MPUMEHUTENBHO K
WH(DOPMALIMOHHON — cUCTEME  SIBAISIIOTCS  aKTyanbHbIMWM  Yrpo3bl  YTEUKWM  aKyCTUYECKOW peyeBoMi
MHbOPMauUUKM, yrposbl yTeYKM BMAOBOM WMHGOPMauUMM WM yrposdbl YTeUKM WMHGOpMauuM Mo KaHanam
NOBGOYHbIX 3NEKTPOMArHUTHBIX W3MyYeHUA W HABOAOK, OMpefeneHHble Ha OCHOBE MeTOAMYECKMX
[OKYMEHTOB, YTBEPXAEHHbIX B COOTBETCTBMM C MyHKTOM 2 MocTaHoBneHns lNpaeuTensctBa Poccuickoln
®epepauum ot 17 Hosibpsa 2007 r. N 781.

3.2. [Ins UCK/IOYEHMSI YTEYKN NEPCOHANbHbIX AaHHbIX 3@ CYET MOOOYHbIX MEKTPOMArHUTHBIX U3MTyYeHuit
M HaBOAOK B MH(MOPMALMOHHLIX cMcTeMax 1 knacca MOryT NMPUMEHSATBLCS Chneaytolwme MeToabl U Crnocobbl
3awWmnThl MHdOpMaLmK:

NCMosIb30BaHUE TEXHUYECKUX CPEACTB B 3aLUMLLEHHOM UCTONMHEHNM;

UCNONb30BaHWe CpefcTB 3awmTbl MHdOPMauuM, Mpoleawrx B YCTAHOBIEHHOM MNOpsiAKeE npoueaypy
OLIEHKN COOTBETCTBUS;

pa3mMeLleHne 06beKTOB 3alUMTbl B COOTBETCTBMM C NPeAnvcaHneM Ha 3KCniyaTauuio;

pasMeLLeHNe MOHMXKAIOWMX TPAHCPOPMATOPHbLIX MOACTAHUMIN 3NEKTPOMUTAHUS U KOHTYPOB 3a3eMieHus
TEXHUYECKUX CPEACTB B NpeAenax oOXpaHseMon TeppuUTopuu;

obecneyeHne pa3Bsi3kM Lienein aNeKTPONUTaHNs TEXHUYECKUX CPEACTB C MOMOLLBIO 3aLUMUTHBIX (DUIbTPOB,
610KMpYtoLLMX (NoAaBAAOLWMX) UHDOPMATUBHBINA CUrHATT;

obecneyeHne 3N1eKTPOMarHUTHOW Pa3Bsi3kM MeXAy AMHUAMKU CBA3U U APYrMMU LIEeNsiMU BCOMOraTesbHbIX
TEXHUYECKMX CPeACTB M CUCTEM, BbIXOAAWMMM 3@ Npeaenbl  OXPaHSieMOM  TeppuTopuu, U
WHMOPMALMOHHBLIMK LIENsIMKU, MO KOTOPbLIM LMPKYNMPYET 3almiiaemas nHdopmaums.

3.3. B uHdopMauMoOHHBbIX cuctemax 2 Kknacca Ans obpaboTku MHMOpMaLMK UCMONb3YHTCS CpeacTsa
BbIYMC/IUTENIBHON  TEXHWKW,  YAOBNETBOPSOME TpPebOBaHMSIM  HaUMOHANbHbIX  CTaHZApTOB MO
3M1IEeKTPOMAarHMTHOW COBMECTUMOCTM, Mo 6e30nacHOCTU U 3ProHOMUMYecKMM TpeboBaHMAM K cpeacTBaMm
oTobpaxeHus wuHdOpMauuM, MO CaHWTapHbIM HOPMaM, MpeabsBAsSEMbIM K BUAEOAUCTIENHBIM
TEPMUHaNaM CpefCTB BbIYMCIUTENBHON TEXHUKM.

3.4. Mpu NnpuMeHeHUU B MHGHOPMALIMOHHBIX cucTeMax (yHKLMKW rOIOCOBOrO BBOAA MEPCOHASbHBIX AAHHbIX
B MH(OPMALMOHHYIO CUCTEMY MK (PYHKLUMW BOCNPOU3BEAEHNS MHPOPMAaLIMKM aKyCTUUYECKUMU CpeaCTBaMu
MHDOPMALIMOHHBIX CUCTEM AN MHMDOPMaUMOHHOM cucTeMbl 1 Knacca peanusyloTcs MeTofbl U Crocobbl
3alUMTLl aKyCTUYecKkol (pedeBoit) nHcbopMaumm,

MeToabl M cnocobbl 3almTbl aKyCTMYecKon (peyeBoi) WHMOPMaLUMM 3aK/UYaTCs B peann3aumm
OpraHM3auMoHHBIX U TEXHUYECKMX Mep Ans obecneyeHust 3ByKOM30MSLUMU OrpaXkAaloWwmnX KOHCTPYKLMMA
MoMeLLeHNn, B KOTOPbIX pacnosiokeHa WHAOPMALMOHHAS CUCTEMA, WX CUCTEM BEHTUNAUMK U
KOHAMLMOHMPOBaHWS,, HEe MO3BOMAIOLEN BECTU NPOC/YLUMBAHUE aKycTuyeckon (peyeBoi) uHdbopmaumm
Mpy rosiocOBOM BBOAE MEPCOHAsNbHLIX AaHHbIX B WMH(OPMaLMOHHOW CUCTEME WM BOCMPOW3BEAEHUM
MHMOPMaLMK aKyCTUHECKUMWN CPeACTBaMMU.

BennumHa 3ByKOM30MAUMM OMpeaensieTcs OrnepaTopoM MCXOAS W3 XapaKTepUCTUK MOMELLEHUS, ero
pacrnosnoXeHust U 0cobeHHoCTe 06paboTKM NEPCOHASbHBIX AaHHbIX B MHGOPMALIMOHHON CUCTEME.

3.5. Pa3MelleHne yCTpoicTB BbiBOAa MHGOPMaLMK CPEACTB BblUMCIUTENBHON TEXHUKM, MH(OPMaLMOHHO-
BbIUYMCIIUTESIbHBIX KOMMIEKCOB, TEXHUYECKUX CpefcTB 06paboTku rpacduyeckoi, Buaeo- n HGyKBeHHO-
umdpoBor MHMOPMaUMK, BXOASLUMX B COCTaB MHMOOPMALMOHHOW CUCTEMbI, B MOMELLEHUSIX, B KOTOPbIX
OHW YCTaHOBJEHbI, OCYLLECTBASAETCS TakuM obpa3oM, 4Tobbl 6blila MCKOUYEHA BO3MOXHOCTb MPOCMOTPA
MOCTOPOHHUMMK NULL@MM TEKCTOBOM U rpadmyeckoli BUAOBON MHOpMaLmKM, coaepxkalluent nepcoHasbHble
[aHHble.



MpunoxxeHune

K MNonoxeHwnio

0 MeToAax M cnocobax 3auTbl
nHdopMauum B MHPOPMALIMOHHBIX
cucTeMax NepcoHasibHbIX AaHHbIX

METOAbI U CNOCOBbI 3ALLNTbI UH®OPMALIUN
OT HECAHKLMOHUPOBAHHOI'O AOCTYIMNA B 3ABUCUMOCTU OT KJZTACCA
MHO®OPMALMOHHO CUCTEMDI

1. Metoabl 1 €nocobbl 3alWmnTbl MHGOPMALMM OT HECAHKLMOHMPOBAHHOrO A0CTyna Ans obecnevyeHus
6e30MacHOCTV MepCcoHasibHbIX AaHHbIX B MHAPOPMALMOHHBLIX cucTeMax 4 Krnacca M LenecoobpasHoCTb UX
NPVYMeHeHNs onpeaensoTCa onepaTopoM (YNOHOMOYEHHbIM JIMLIOM).

2. MeTtoabl M crnocobbl 3awmTbl MHGOPMaUMM OT HeCaHKUMOHMPOBAHHOrO A0CTyna, obecneumsatowme
yHKUMM yrpaBneHus JOCTYNOM, pernctpauum u ydeta, obecrneyeHus UenocTHoCcTM M 6esonacHoro
MEXCETEBOr0 B3aMMOAENCTBUS ANst MHDOPMALMOHHbBIX cMCTeM 3 Kracca.

2.1. [Ons wHMOpPMAUMOHHBIX CUCTEM 3 KflacCa NpW  OAHOMOMNb30BATENIbCKOM pexume 06paboTkm
nepcoHanbHbIX AaHHbIX MPUMEHSIIOTCS CNeayowwme OCHOBHbIE METOAbl M CNocobbl 3awmTbl MHOPMaUMu:
a) ynpasfieHne JOCTYMNOM:

naeHTUUKaUMS M NpoBepka MOAJMHHOCTM MOMb30BaTeNs Mpu BXoAe B CUCTEMY WHMOOPMALMOHHOM
CUCTEMbI MO MaposIK0 YC/IOBHO-MOCTOSIHHOMO AEMCTBUS AJIMHOW HE MeHee LecT GYKBEHHO-LMGPOBbIX
CUMBOJIOB;

6) perncrpaums u yyer:

pernctpauns Bxofa (BbIxoAa) Mofb30BaTens B CUCTEMY (M3 CUCTEMbI) MO0 perncTpaums 3arpysku u
WHUUMaNM3aLuMmM OnepauMoHHON CUCTEMbI M €€ MNPOrpaMMHOro OCTaHoBa. Permctpaumsi Bbixoga U3
CUCTEMbl WM OCTAHOBA HE MPOBOAWMTCA B MOMEHTbI anmapaTypHOro OTKIOYEHUS WHGOPMaLMOHHOM
cucteMbl. B napameTpax perncTpaumy ykasbiBaloTCA AaTa U BpeMs Bxoda (Bblxoaa) mnonb3oBaTens B
cucteMy (U3 CUCTEMBI) UK 3arpy3ku (OCTaHOBa) CUCTEMBI;

yYeT BCeX 3allMliaeMblX HocuTenen MHGOPMaUMM C MOMOLLBIO UX MapKMPOBKW U 3aHECEHME YYETHbIX
[aHHbIX B XXYpHan y4yera;

B) obecneyeHne LenocTHOCTH:

obecrieyeHnme UENOCTHOCTM MPOrpaMMHbIX CPeaCTB  CUCTEMbl  3alliMTbl  MEPCOHANbHbLIX  AAHHBIX,
0bpabaTbiBaeMoii MHGOPMaLMK, @ TakKe HEM3MEHHOCTb MPOrpaMMHON cpeabl. Mpu 3TOM LENOCTHOCTb
NPOrpaMMHbIX CPeaCTB MPOBEPSIETCS MPW 3arpy3ke CUCTEMbl MO HanuumMio uUMeH (MAeHTUEUKaTOpPOB)
KOMMOHEHTOB  CMCTEMbl  3alWTbl  MEPCOHaNbHbLIX  AdHHbIX, LEMOCTHOCTb  MPOrpaMMHON  cpeabl
obecneymBaeTcs OTCYyTCTBMEM B MH(OPMALIMOHHONM CUCTEME CPeACTB pa3paboTky M OTNaaKM nNporpamM;
(u3nyeckass oxpaHa MHGOPMALMOHHOW CUCTEMbI (TEXHUYECKMX CPeACTB WM HocuTenen uHdopMauum),
npeaycMaTpuBaloLlas KOHTPOMb AOCTYMNa B MOMeLleHUs MH(OPMALMOHHON CUCTEMbI MOCTOPOHHUX ML,
HannuMe HaZeXHbIX MPensTCTBUA ANs  HECAHKUMOHMPOBAHHOMO MPOHUKHOBEHUSI B MOMELLEeHMS
MHHOPMALIMOHHON CUCTEMbI U XPaHWUAULLE HOcUTenel uHdopMauum;

nepuoaMyeckoe TecTUpoBaHWE (QYHKUMN CUCTEMbl 3aLiMThl MEPCOHaNbHbLIX [AaHHBIX MPU U3MEHEHWUM
nporpaMMHON cpeabl UM Monb3oBaTenen WHMOOPMALMOHHON CUCTEMbI C MOMOLUBIO TecT-Nporpamm,
UMUTUPYIOLLMX NOMbITKN HECAHKLMOHWPOBAHHOIO A0CTYNa;

Hannuue CpeacTB BOCCTAHOBMEHWUS CUCTEMbl 3alUMTbl MEPCOHaNbHbIX AaHHbIX, MpefyCcMaTpUBaloLMX
BeAeHWe ABYX KOMWI MpOrpaMMHbIX KOMMOHEHTOB CPEACTB 3aluTbl MHMOpMaLuM, UX nepuoanyeckoe
06HOBNEHNE N KOHTPONb paboToCnocobHOCTH.

2.2. Ona wvHGOPMAUMOHHBIX cucTeM 3 Kknacca Mpu MHOMOMOJSIb30BATENLCKOM pexuMe 06paboTku
MepcoHanbHbIX AaHHbIX M paBHbIX MpaBax AOCTYMa K HUM MONb30BaTenel MpUMEHSIOTCS cheaytowme
OCHOBHble MeTOoAbl 1 CNocobbl 3aLUThl UHGOPMaLMK:

a) ynpasneHue JOCTYNoM:



naeHTMdnKaums 1M npoBepka NOAIMHHOCTM NOMb30BaTeNs Mpu BXOA4e B CUCTeMy NO uaeHtudmkaTopy
(kogy) W Mapon YCIOBHO-MOCTOSIHHOMO AEWCTBUS AJIMHOM He MeHee LecTu OyKBeHHO-LM@POBbIX
CUMBOJIOB;

6) perncrpaums u yyer:

perncTpaumsi Bxoga (Bbixoga) nonb3oBaTenst B cucteMy (M3 cucTeMbl) MB0 perncrpaums 3arpyskm u
WHMUMaNM3aLuMmM OnepaumMoHHON CUCTEMbl M €e NPOrpaMMHOro OCTaHoBa. Peructpaumst Bbixoaa K3
CUCTEMbl MAM OCTAHOBA HE MPOBOAWUTCA B MOMEHTbI amnnapaTypHOro OTKIOUYEHUS MHGOPMALMOHHOM
cuctembl. B napameTpax pernctpaumy ykasbiBaloTCs AaTa M Bpems Bxoda (Bblxoaa) nonb3oBaTens B
cucteMy (M3 cucTeMbl) MM 3arpy3ku (OCTaHOBA) CUCTEMBI, pe3ynbTaT MOMbiTKM Bxoda (ycrnewHas wam
HeycreLlHas);

yUyeT BCEX 3alUMLIaeMblX HocuTenen MHGOPMaUMM C MOMOLLBIO UX MapKUPOBKM U 3aHECEHUE YYETHbIX
[aHHbIX B XXYpHan y4yeTa;

B) obecneyeHne LenocTHOCTH:

obecrneyeHnme LENOCTHOCTM MPOrpaMMHbIX CPeACTB  CUCTEMbl  3alUMTbl  MEPCOHaNbHbIX  AAHHbIX,
obpabaTbiBaeMol MHbOpPMaLUMKM, a TakKe HEM3MEHHOCTb MPOrpaMMHON cpefpbl. Mpyu 3TOM LENOCTHOCTb
NPOrpaMMHbIX CPeaCTB MPOBEPSETCS MpWU 3arpy3ke CUCTEMbl MO Hannuuio MMeH (MaeHTUdUKaTOpoB)
KOMMOHEHTOB CUCTEMbl 3alUMTbl MEPCOHANIbHbIX AaHHbIX, @ LENOCTHOCTb MPOrpaMMHOM  cpeabl
obecrneymBaeTcs OTCYTCTBMEM B MH(OPMALMOHHOW cMCTeEMEe CPeACTB pa3paboTku U OTNajKu MporpaMm
BO BpeMs 06paboTku u (MNK) XxpaHeHNs 3alumiiaeMon nHbopMaumm;

(busnueckas oxpaHa WHGMOPMaLMOHHOM  cucTeMbl  (YCTPOMCTB W HOCUTENen  MHdbopMaumu),
npeaycMaTpuBaloLWasl KOHTPO/b AOCTyna B MOMELLEHUS MH(OPMAUMOHHON CUCTEMbI MOCTOPOHHMX JINLL,
HaliMuMe HaaeXHbIX MpensaTCTBUA AN HECAHKLUMOHMPOBAHHOIMO MPOHUKHOBEHUS B  MOMELLEHMSI
MH(OPMALIMOHHOWM CUCTEMBI U XpaHUIULLE HOCUTENeN nHdopMaumm;

MepuoaMyYeckoe TeCTUpPOBaHUE (QYHKUMIN CUCTEMbl 3aLUMTbl MEPCOHAJNIbHBIX AAHHBIX MPU U3MEHEHUU
nporpaMMHOM cpedbl M Monb3oBaTenen WHMOPMALMOHHOM CUCTEMbI C MOMOLUBIO TECT-NporpamM,
UMUTUPYHIOLLMX NOMbITKN HECAHKLIMOHMPOBAHHOIO AOCTYNa;

Hannune CpeAcTB BOCCTAHOB/IEHWUS CUCTEMbI 3alUUTbl MEPCOHANbHbLIX AaHHbIX, NpPeaycMaTpuBatoLmMX
BEEHNE ABYX KOMMWI MPOrpaMMHbIX KOMMOHEHTOB CPeACTB 3allMTbl MHGOPMauUMK, UX MNepuoanyeckoe
06HOBNIEHNE M KOHTPOb paboTocnocobHOCTMW.

2.3. Ond wvH@OPMaALMOHHBIX cuCTeM 3 Knacca Mpu MHOMOMOSIb30BATENLCKOM pexuMe 06paboTku
MepcoHanbHbIX AaHHbIX M PasHbIX NpaBax AOCTYyMa K HWM MoJfib30BaTesieil MPUMEHSIIOTCS creaytolme
OCHOBHble MeToAbl M Cnocobbl 3aWmTbl MHDOPMaLMK:

a) ynpasfieHne AOoCTYMNOM:

naeHTMdMKaumMa 1 npoBepKa NOAMHHOCTU MOJSIb30BATENS MPU BXOAE B CUCTEMY MO MAapOsIt0 YCIOBHO-
MOCTOSAHHOrO AENCTBMS AJZIMHHON HEe MeHee LecT B6yKBEHHO-LUMPPOBbLIX CUMBOJIOB;

6) perncrpaums n yyer:

pernctpaumsi Bxoga (Bbixoga) nonb3oBaTenst B cucteMy (M3 cucTeMbl) 1MB0 perncrpaums 3arpyskm u
WMHMLMaNM3aLuMM OrnepaLmMoHHON CUCTEMbl M €€ NPOrpaMMHOro OCTaHoBa. Pernctpauusi Bbixoga W3
CUCTEMbI WM OCTAHOBA HE MPOBOAUTCA B MOMEHTbI annapaTypHOro OTK/IHOYEHUS MHGOPMALIMOHHOM
cuctembl. B nmapameTpax permctpaumm ykasbiBaloTCs AaTa M BpeMs Bxoda (Bblxoaa) monb3oBaTens B
cuctemy (M3 cucTeMbl) MM 3arpy3ku (OCTaHOBA) CUCTEMbl, pe3yfbTaT MOoMbITKM Bxoda (ycrnewHas wam
HeycneluHas), vaeHTudukatop (koag wnan damunus) nonb3oBaTens, NpeabsBAEHHbIM NPU MOMbITKE
[oCTyna;

YYeT BCEX 3alUMliaeMblX HocuTenen MHGOpPMaUMM C MOMOLLBIO UX MapKUPOBKWM U 3aHECEHME YYETHbIX
[aHHbIX B XXYpHas y4yeTa C 0TMETKOM 06 ux Bblaade (npueme);

B) obecneyeHne LenocTHOCTH:

obecneveHne LENOCTHOCTM MPOrpaMMHbIX CPEACTB  CUCTEMbl  3alUWTbl  MEPCOHAsNbHBLIX  AAHHBIX,
06bpabaTbiBaeMoil MHGOPMaLMK, @ TakKe HEM3MEHHOCTb MPOrpaMMHON cpeabl. Mpu 3TOM LENOCTHOCTb
NPOrpamMMHbIX CpeacTB MPOBEPSETCS MpU 3arpy3ke CUCTeMbl MO KOHTPOSbHbIM CyMMaM KOMMOHEHTOB
CpeAcTB 3awWwmThl MHGOPMaLUMK, a LENOCTHOCTb MPOrpPaMMHON cpeabl obecrneynmBaeTcsl UCMOSb30BaHUEM
TPAHCNATOPOB C S13bIKOB BbLICOKOrO YPOBHSI U OTCYTCTBMEM CPeACTB MoAMMbMKaUMK OOBEKTHOrO KoAa
nporpamM B npouecce 06paboTku 1 (MNn) XpaHeHuMs 3alumaemMon nHdhopmaumm;



(uanyeckass oxpaHa WMHMOPMALMOHHOM  cucTeMbl  (YCTPOMCTB UM HOcuTenen  MHdopMauumu),
npeaycMaTpuBaloLas KOHTPOMb AOCTYMNa B MOMeLLeHUs MHOPMAaLMOHHON CUCTEMbI MOCTOPOHHUX NNL,
HanuuMe HafeXHbIX MPensTCTBUA ANS  HECAHKUMOHUMPOBAHHOMO MPOHUKHOBEHUSI B  MOMELLEHUS
MHMOPMALIMOHHOMN CUCTEMBI U XPaHWUIMLLE HOCUTeNen uHdopMauum;

rnepuoaMyeckoe TeCTUpOBaHUE (YHKUMIM CUCTEMbI 3aLUMTbl MEPCOHANbHBLIX AAHHBLIX MPU WU3MEHEHWUM
nporpaMMHON cpeabl WM Monb3oBaTenen WHMOOPMALUMOHHON CUCTEMbI C MOMOLUBI TeCcT-NporpamM,
UMUTUPYIOLUMX MOMBITKM HECAHKLMOHMPOBAHHOIO AOCTYNa;

Hannune CpeacTB BOCCTAHOBMEHMS CUCTEMbl 3allMTbl MEPCOHaNbHbIX AaHHbIX, MpeayCcMaTpUBalOLLIMX
BEAEHME ABYX KOMWM MPOrpaMMHbIX KOMMOHEHT CPeACTB 3aluTbl MHGOpMaUMM, UX nepuoanmyeckoe
0BHOBNEHNE M KOHTPOb paboToCnocobHOCTM.

2.4. be3onacHoe MeXCETeBOe B3aMMOAENCTBME ANs MHGOPMAUMOHHBLIX cucTeM 3 Kknacca npu wx
NOAK/IOYEHUN K CETAM MeXAyHapoAHOro WHGOPMaUMOHHOrO obMeHa, a Takke Ans pacrnpeaeneHHbIX
MH(OPMALIMOHHBIX CUCTEM 3 Klacca Npu MX pasgenieHny Ha NoACMCTEMbI AOCTUrAeTCcs NyTeM NpUMEHeHus
CPefiCTB MeXCeTEBOro 3KpaHMPOBaHMs (MEXCETEBbIX KPAHOB), KOTOpble 0becneynBatoT:

GuUNbTpaLUMIO Ha CETEBOM YPOBHE A1 KaXXAO0ro CETEBOro rnakeTa He3aBUCMMO (pelleHne o GuibTpaumm
NPUHUMAETCA Ha OCHOBE CEeTEBbIX aApecoB OTMpPaBUTENS W MOofyyaTens WM Ha OCHOBE ApYrux
3KBUBAJIEHTHBLIX aTpUbYTOB);

naeHTUPUKAUMIO M ayTeHTUDMKALUMIO aAMUHUCTPATOpPa MEXCETEBOro 3KpaHa Npu ero JOoKasnbHbIX
3anpocax Ha A0CTyn No uaeHTUdukaTopy (koay) U Naposto YCI0BHO-NOCTOSIHHOrO AENCTBUS;
perncTpaumnio Bxoaa (Bbixoda) aAMMHMCTPATOpa MEXCETEBOr0 3KpaHa B cucTeMy (M3 CUCTEMBI) 1MbO
3arpy3kn M MHULMANM3aumMm CUCTEMbl U ee NPOrpaMMHOr0 OCTaHoBa (perncrpaums Bbixoda U3 CUCTEMBI
He NPOBOAWTCS B MOMEHTbI annapaTypHOro OTKIIOYEHUS] MEXCETEBOMO 3KpaHa);

KOHTPOSIb LI€MIOCTHOCTY CBOEW NPOrpamMMHOM U MH(OPMaLMOHHON YacTu;

GUNbTPaUMIO MakeToB CYXXEOHbIX MPOTOKOJIOB, CNYXalUUX ANs AMArHOCTUKM W yrpaBieHus paboTol
CETEBbIX YCTPOUCTB;

BOCCTaHOBJ/IEHME CBOWMCTB MEXCETEBOro 3kpaHa nocsie cboeB 1 0Tka3oB 060pyAOBaHMS;

pernaMeHTHoe TeCTMpOBaHWe peanv3aumn  npasun  GunbTpaumu, npouecca uaeHTUdUKaumm K
ayTEHTU(UKAUMM  aAMUHWUCTPATOpa MEXCETEBOrO 3KpaHa, Mpouecca perucrtpaumMum  AencTBui
aAMUHWCTPATOpPa MEXCETEBOIO 3KpaHa, NpoLecca KOHTPOMsS 3a LENOCTHOCTbIO MPOrpaMMHON MU
MHHOPMALIMOHHOIM YacTu, NpoLleaypbl BOCCTaHOBMIEHUS.

MexceTeBble 3KpaHbl, KOTOpble 06ecneYnBaloT BbINOMHEHNE YKa3aHHbIX Bbille (YHKUMIA, NPUMEHSIIOTCS B
pacnpefeneHHblX MHOOPMaLUMOHHbBIX cucTeMax 2 U 1 KIaccoB Npu MX pasgesieHny Ha OTAeNbHble YacTy.
Mpu pasgeneHnm MHGOPMALMOHHOM CUCTEMbI NMPU MOMOLLUM MEXCETEBbLIX 3KPAaHOB Ha OTAE/bHbIE YacTy
CUCTEMbI 151 YKa3aHHbIX YacTell cUCTEMbl MOXET YCTaHaBiMBaTbCs 6onee HU3KWI knacc, 4YeMm Aansi
WHHOPMALIMOHHON CUCTEMDBI B LIENOM.

3. MeTtoabl M crnocobbl 3awmTbl MHGPOPMaUMM OT HeCaHKUMOHMPOBAHHOro A0CTyna, obecneumsatowime
(yHKUMM ynpaBneHus [OCTyMnoM, perucrpauMnm u ydyeta, obecnedveHusi LenocTtHoctn m 6e3onacHoro
MEXCETEBOr0 B3aMMOAENCTBUS ANt MHDOPMALIMOHHbBIX CUCTEM 2 Kracca.

3.1. Ona WHGOPMaLUMOHHBLIX CUCTEM 2 Kknacca Mnpu  OAHOMOMb30BATENbCKOM pexuMe 06paboTku
nepcoHasnbHbIX MPUMEHSAIOTCS BCe MeToAbl M Cnocobbl 3awmTbl MHOPMaUMK OT HECAaHKLMOHMPOBAHHOMO
[OCTYNa, COOTBETCTBYOLIME MHDOPMALMOHHBIM CUCTEMaM 3 Kflacca Npu OAHOMOSIb30BaTEIbCKOM peXume
06paboTku.

3.2. Ond wWHGOPMALMOHHBIX CUCTEM 2 Knacca Mpu MHOMOMOJSIb30BATENLCKOM pexuMe 06paboTku
MepCcoHanbHbIX AaHHBIX W paBHbIX NpaBax AOCTYMa K HUM MONb30BaTENEN NMPUMEHSIOTCS BCE METOAbI U
cnocobbl  3aWmMTbl  UH@OpPMaUUMW  OT  HECAHKUMOHWPOBAHHOMO  AOCTyna,  COOTBETCTBYHOLIME
MHMOPMaLMOHHBLIM cucTeMaM 3 KJlacca NMpy MHOMOMOsIb30BaTE/IbCKOM pexxmMe 06paboTky nepCcoHanbHbIX
AaHHbIX 1 paBHbIX NpaBax AOCTYyMNa K HUM Mosib3oBaTeNei.

3.3. Ona wHADOPMaALMOHHLIX CUCTEM 2 Knacca MpU MHOroMofb30BaTENbCKOM pexunme 06paboTku
NnepCcoHanbHbIX AaHHBIX M PasHbIX MpaBax AOCTYMa K HWM MOMb30BaTeNei peanusyloTcs BCe MeToabl U
Cnocobbl  3aWwmMTbl  MH@OPMaUMM  OT  HECAHKUMOHMPOBAHHOMO  AOCTyna,  COOTBETCTBYHOLIME
MHMOPMaLMOHHBLIM cuCTeMaM 3 KJlacca Mpy MHOMOMOsb30BaTENIbCKOM pexxuMe 06paboTky nepcoHanbHbIX
[a@HHbIX 1 pasHbIX NpaBax A0CTyna K HAM Monb3oBaTenen.



3.4. bes3onacHoe MEeXCETEBOE B3aMMOAENCTBME ANnsl MHMOPMALMOHHBIX CUCTEM 2 Kiacca Mnpu UX
NOAKTIOYEHUN K CETAM MeXAyHapoAHOro MHGOPMaUMOHHOr0 ObMeHa AOCTUraeTcs NnyTeM NpUMEHeHUs
CPefCTB MEXCeTEBOro 3KpaHNPOBaHMs, KOTopble obecneunsatoT:

punbTpaumo Ha CETEBOM YPOBHE HE3aBUCMMO AN KAXKAOro CeTeBOro naketa (peweHune o dunbTpaumm
NPUHUMAETCA Ha OCHOBE CEeTEBbIX aApecoB OTMpaBUTENS W MOfyyaTens WM Ha OCHOBE ApYrux
3KBMBANEHTHbIX aTpUbyTOB);

bUNbTpaUMIO MAKETOB CNYXXEGHbIX MPOTOKOJIOB, CAYXalUMX AN AMArHOCTUKW M ynpaBrieHus paboToi
CETEBbIX YCTPOWCTB;

GUNbTPaUMIO C y4eToM BXOAHOMO M BbIXOAHOrO CETEBOr0 WHTepdeiica Kak CpeacTBa MpOBEPKM
NOA/IMHHOCTU CETEBbIX apPeCoB;

unbTpaumto € yYeToM NtoBbIX 3HAYMMBIX MOSIEN CETEBbLIX MNAKETOB;

perncTpaumnio n yyeT GuabTpyeMblX NakeToB (B MapaMeTpbl perncrpauum BKIIOYAOTCS agpec, Bpems U
pe3synbTat GuabTpaummn);

WaeHTUPUKAUMIO M ayTeHTUDMKALUMIO aAMUHUACTPATOpa MEXCETEBOr0 3KpaHa Mpu ero NoKasbHbIX
3anpocax Ha A0CTyn no uaeHTUdukaTopy (koay) U Naposto YC/I0BHO-NOCTOSAHHOrO AENCTBUS;
perncTpaumnio Bxoaa (Bbixoda) aAMMHMCTPATOpa MEXCETEBOro 3kpaHa B cucteMy (M3 cuctembl) nnbo
3arpy3kn M MHUUMANM3aumMmM CUCTEMbl M ee NPOrpaMMHOr0 OCTaHoBa (perncrpaums BbiXxoAa M3 CUCTEMb
He NPOBOAMTCS B MOMEHTbI annapaTypHOro OTKIIOYEHUS] MEXCETEBOMO 3KpaHa);

perncTpaumio 3anycka nporpaMm 1 NpoLieccoB (3aaHunii, 3aaay);

KOHTPO/b LIENOCTHOCTU CBOEMN NMPOrpaMMHON U MHADOPMALIMOHHOW YacTu;

BOCCTaHOBJIEHME CBOWCTB MEXCETEBOro 3KpaHa nocsie c6oeB 1 0TKa3oB 060pyAOBaHMS;

pernaMeHTHoOe TeCTMPOBaHWE peanu3aumu npaeBun GunbTpauuy, npouecca perucrpaumu, npouecca
naeHTUPUKaUMM 1 ayTeHTUdUKaAUMM aAMUHUCTPATOPa MEXCETEBOrO 3dKpaHa, Npouecca perucrpaumm
AENCTBUI aAMUHUCTPATOPa MEXCETEBOr0 3KpaHa, NpoLecca KOHTPOsS 3a LESIOCTHOCTBIO MPOrpPaMMHOA 1
MHOPMALIMOHHOM YacTy, Npoueaypbl BOCCTAHOBNIEHUS.

4. MeTtoabl M crnocobbl 3aWmMTbl MHGOPMaLUMK OT HECAHKLUMOHMPOBAHHOIO AOCTYMa, obecneuunBatowwme
yHKUMM yrpaBneHus JOCTYNOM, perncTpauum n ydeta, obecrneyeHuns LenocTHOCTM M 6esonacHoro
MEXCETEBOro B3aMMoAeNCTBUS Ans MHPOPMaLMOHHBIX cucTeM 1 knacca.

4.1. Ona wvHDOPMAUMOHHBIX CMCTeM 1 Kfacca npu  OAHOMOMb30BaTeNbCKOM pexuMme 06paboTku
nepCcoHanbHbIX AaHHbIX MPUMEHSIOTCS Ceayowme OCHOBHbIE METOAbl U CMOCO6bI 3almnThbl MH(OpMaLIMK:
a) ynpasfieHne JOCTYMOM:

naeHTMdnKauma “ nposepka NOAMHHOCTU MOJSIb30BATENS MpU BXOAe B CUCTEMY MO Maposito YC/I0BHO-
NMOCTOSAHHOrO AENCTBMSI AJZIMHON HE MEHEE LIEeCTU 6YKBEHHO-LMGMPOBLIX CUMBOJIOB;

6) peructpaums n yyert:

peructpauns Bxofa (BbIxoAa) Mofb30BaTens B CUCTEMY (M3 CUCTEMbI) MO0 perncTpaums 3arpysku u
WHMLUMaNM3aLuumM OnepauMoHHON CUCTEMbI M €e MNPOrpaMMHOro OCTaHoBa. Peructpaums Bbixopa K3
CUCTEMbl WM OCTAHOBA HE MPOBOAWUTCS B MOMEHTbI amnnapaTypHOro OTKOYEHUS WMHGOPMALMOHHOM
cucTeMbl. B napameTpax perucTpaumu ykasblBalTCA AaTa M BpeMmsi Bxoda (Bbixoda) Monb3oBaTens B
cucteMy (M3 cucTeMbl) MM 3arpy3ku (OCTaHOBa) CUCTEMBbI, pe3ynbTaT MOMnbiTKM Bxoda (ycnewHas wau
HeycnewHas);

perncTpaumnst Bbldaun neyvatHblX (rpaduyeckmx) AOKYMEHTOB Ha OGyMaXHbl HocuTenb. B nmapameTtpax
perncTpaunm ykasblBaloTCsS faTa M BpeMms Bbigaum (obpalleHus K MNOACMCTEMe BbIBOAA), KpaTkoe
coAepXxaHune JokyMeHTa (HauMeHoBaHWe, BWA, KoA), creundbukaums ycTpoWcTBa Bbldaum (flornyeckoe
nmMsi (HOMep) BHELLHEro yCTPONCTBa);

YYeT BCEX 3alUMliaeMblX HocuTenen MHGOpPMaUMM C MOMOLLBIO UX MapKUMPOBKWM U 3aHECEHUE YYETHbIX
[aHHbIX B XXYpHan y4yeTa;

AyOnvpyoWwmin yyeT 3alumiiaeMblx Hocutenei Hdgopmaumu;

ounctka (obHyneHune, o06e3nnumMBaHMe) 0OCBOBOXAAeMblX  obfactel  OnepaTMBHOM  MaMsITU
MH(OPMaLIMOHHOW CUCTEMbI U BHELIHMX HOCUTENeN nHdhopMaumm;

B) obecneyeHne LenocTHOCTH:

obecneyeHnme LENOCTHOCTU MPOrpaMMHbIX CPeACTB  CUCTEMbl  3alUWTbl  NEPCOHANbHbIX  AAHHBIX,
obpabaTbiBaeMol MHbOpMaLMKM, a Takke HEM3MEHHOCTb NMPOrpaMMHOM cpeabl. [py 3TOM LENoCTHOCTb
NpOrpaMMHbIX CpeACTB MPOBEPSIETCA MPU 3arpy3ke CUCTEMbl MO HaNM4UMI0 UMeH (MaeHTUUKaTopoB)



KOMMOHEHTOB CPeACTB 3alMTbl MHGOPMaLMK, a UENOCTHOCTb MPOrpaMMHOM cpefbl 0becneynBaeTcs
OTCYTCTBMEM B MH(DOPMALIMOHHOWN CUCTEME CPeACTB pa3paboTky M OTMaAKK NporpaMMm;

(unsnyeckasi oxpaHa TEXHMUECKMX CPeacTB WMHMOPMAUMOHHBLIX cucTeM (YCTPOWCTB W HOCUTeneMn
nHdopMauun), NpeaycMaTpmBatoLas NOCTOSHHOE HanMYMe OXpaHbl TEPPUTOPUM U 30aHNS;
rnepuoaMyYeckoe TeCTUpOBaHUE (YHKUMIN CUCTEMbl 3aliMTbl MEPCOHASIbHLIX AAHHBIX MPU U3MEHEHUM
nporpaMMHON cpeabl WM Mofb3oBaTene MHMOPMALMOHHOM CUCTEMbI C MOMOLLbIO TECT-NPOrpamMMm,
UMUTUPYHIOLLMX NOMbITKN HECAHKLIMOHMPOBAHHOIO AOCTYNa;

Hannune CpeacTB BOCCTaHOBMEHWMS CUCTEMbl 3almTbl MEPCOHASIbHbIX AAHHbIX, MpeayCcMaTpuUBaloLLmMX
BEAEHME ABYX KOMWI MpOrpaMMHbIX KOMMOHEHTOB CPEACTB 3alMTbl MHOPMaLMM, MX MepUoanyeckoe
0BHOBNEHNE M KOHTPOb paboToCnocobHOCTM.

4.2. Ons uvHMOPMaUMOHHbLIX cucTeM 1 Knacca MNpyM  MHOrOMonb30BaTeNIbCKOM  pexuMme 06paboTku
MepCcoHarnbHbIX AaHHbIX M paBHbIX MpaBax AOCTYMa K HWM MoJSib30BaTeNell MPUMEHSIOTCS Creaytolme
OCHOBHble MeToAbl M CNocobbl 3aWmTbl MHDOPMaLMK:

a) ynpasneHue JOCTYMNOoM:

naeHTMdMKaums 1M nNpoBepka NOAIMHHOCTU MNOMb30BaTeNsl MpU BXOAE B CUCTEMY MO uaeHTUdMKaTopy
(koay) v Maponio YC/IOBHO-MOCTOSIHHOIO AENCTBUS [JIMHOM HE MeHee LecTu 6yKBEHHO-LMdPOBbIX
CUMBOJIOB;

naeHTUdUKaUMs TEXHUUYECKUX CPeacTB MHAOPMaLMOHHBIX CUCTEM M KaHanoB CBS3W, BHELLHWUX YCTPOMCTB
WMHC(OPMALIMOHHBIX CUCTEM NO MX IOMMYECKUM aapecam (HoMepam);

naeHTUdUKaumsa nporpamMm, TOMOB, KaTanoros, (ainos, 3anucei, nonei 3anucei No NMeHaM;

6) perncrpaums n yyer:

pernctpaumns Bxoga (Bblxoga) nonb3oBaTtens B cucteMy (M3 cucTeMbl) IMbo perncrpaums 3arpyskm u
WHMLUMaNM3aLuuM OnepaLmMoHHON CUCTEMbl M €€ NPOrpaMMHOr0 OCTaHoBa. Pernctpaumsi Bbixoga U3
CUCTEMbI WM OCTaHOBa He MNPOBOAMTCS B MOMEHTbI annapaTypHOro OTKJIIOYEHWUS WMHMOPMAaLMOHHON
cuctembl. B napameTpax pernctpaumm ykasbiBaloTCs AaTa M BpeMs Bxoda (Bblxoaa) mnonb3oBaTens B
cucteMy (M3 cucTeMbl) MK 3arpy3ku (OCTaHOBa) CUCTEMbI, pe3ynbTaT MonbiTKWM Bxoaa (ycnewHas wam
HeycnewHas), uaeHTudukatop (kog wnn damunust) nosb3oBaTesns, NpeabsBAEHHbIM NPU  MOMbITKE
[OoCTyna;

perncTpaumnsi Bbldaun neyvatHblX (rpaduyeckmx) AOKYMEHTOB Ha OGyMaXHbI HocuTenb. B napamertpax
perncTpaunn ykasblBaloTcs gaTa v BpeMsl Bbigaum (0bpallueHus K nogcucreme BbiBoAa), cneumdukaums
YCTPOWCTBa Bblaaumn (formyeckoe nms (HOMep) BHELLHErO YCTPOMCTBA), KpaTKoe CoAepXKaHUe AOKYMEHTA
(HaumeHoBaHuWe, Bua, Wndp, Koa), MAEHTUGMMKATOP NOb30BaTENS, 3anNpPOCUBLUErO AOKYMEHT;
perncTpaumnsi 3anycka (3aBepLUeHust) NporpamMM U NpoueccoB (3agaHui, 3aday), NpeaHasHaYeHHbIX ANs
06paboTkM nepcoHanbHbIX AaHHbIX. B napameTpax perucrtpauum ykasblBalOTCS AaTa M BpeMs 3anycka,
uMsa (naeHTUdUKaTop) NporpamMmel (npouecca, 3aaaHnsa), MaAeHTUhUKaTOp NoNb3oBaTeNs, 3anpocuBLIEro
nporpamMmMy (npouecc, 3agaHue), pesynbTaT 3anycka (yCrneluHblid, HeycneLHbIn);

perncTpaumnsi MonbITOK AOCTyMa NpOrpaMMHbIX CpeacTB (NporpaMM, MpOLEcCOoB, 3adad, 3agaHui) K
3almwaemsiM dainam. B napameTtpax perucrpaumy ykasbiBalOTCA AaTa M BpeMsl MOMbITKM AOCTyMma K
3almwaemomMy danny C ykasaHueM ee pesynbTaTa (YChelwHas, HeycnelHas), uaeHTUduKaTop
nosib3oBaTens, cneundmkaums sawmiaemMoro ganna;

permcrpaunst MonbITOK AOCTYNa MNPOrpaMMHbIX CPEeACTB K AOMOSMHUTENbHBIM 3almiaeMbiM obbekTaMm
goctyna (TepMuMHanaMm, TEXHWYECKMM CpefcTBaM, y3faM CeTW, JIMHMAM (KaHanaMm) CBSI3W, BHELLUHWUM
YCTPOWCTBaM, mporpamMaM, TOMaM, KaTtanoram, dainam, 3anucsaM, nonsM 3anuceit). B napamerpax
perncTpaunmn ykasbiBaloTCs AaTa M BpeMms MonbiTKM AOCTyNa K 3aliMliaeMoMy O6bekTy C yKa3aHWeM ee
pe3ynbTata (ycrnewHas, HeycnewHas), naeHTUhMKaTop Nosb30BaTens, crneuvdukaumns 3almaemMoro
obbekTa (lornyeckoe nMsa (Homep));

YUYET BCEX 3alUMLIAEMbIX HOCUTENen MHGOPMALMKU C MOMOLLBIO UX MApPKUPOBKM U 3aHECEHUE YYETHBbIX
JaHHbIX B XXYpHas y4yeTa C OTMETKOM 06 ux Bblaade (npueme);

Ay6NUpYIOWMI YYEeT 3alUMLLAEMbIX HOCUTENEW MHbopMaLmu;

ounctka (obHyneHune, 06e3nMuMBaHME)  OCBOBOXAAEMbIX  ObflacTelt  OnepaTMBHOM  MAMSITU
MH(OPMALIMOHHBIX CUCTEM W BHELLHUX HOCMTENEW MHbopMaLmu;

B) obecrneyeHne LenoCTHOCTH:



obecrneyeHnme UENOCTHOCTM MPOrpaMMHbIX CPeaCTB  CUCTEMbl  3aliMTbl  MEPCOHANbHbIX  AAHHBIX,
obpabaTbiBaeMol MHbOPMaLMM, a TakKe HEM3MEHHOCTb MpOrpamMMHON cpefbl. Npy 3TOM LENOCTHOCTb
CUCTEMbI 3alUMTbl MEPCOHAsbHbLIX [AaHHbIX MPOBEPSETCS MpU 3arpy3ke CUCTEMbl MO HaNINYMIO UMEH
(MaeHTUNKATOPOB) ee KOMMOHEHT, @ LIENIOCTHOCTb NPOrpaMMHON cpeabl 06ecrneumMBaeTcs OTCYTCTBUEM B
MHOPMALIMOHHON CUCTEME CPeACTB pa3paboTku U OTNagKu NporpaMm;

du3nyeckass oxpaHa TeXHUYECKUX CPeacTB MHGOPMaUMOHHOW cucTeMbl (YCTPOWCTB M HOCUTenei
uHdopmMaLum), npeaycMaTpMBaIoLLAs NOCTOSSHHOE HanMuMe OXpaHbl TEPPUTOPUUN U 34aHNS;
rnepuoaMyYeckoe TeCTUpOBaHUE (YHKUMIN CUCTEMbI 3alMTbl MEPCOHASIbHLIX AAHHBIX MPU U3MEHEHUU
NporpaMMHON cpefbl UM Monb3oBaTeneil MHAOPMALMOHHOW CUCTEMBbI C TMOMOLLbIO TECT-NPOrpaMMm,
UMUTUPYHIOLLMX NOMbITKM HECAHKLIMOHMPOBAHHOIO AOCTYNa;

HannMume CpeacTB BOCCTAHOBAEHWS CUCTEMbl 3alUUTbl MEpCOHanbHbIX AAHHBLIX, MpeaycMaTpuBatowmx
BEAEHME ABYX KOMWI MpOrpaMMHbIX KOMMOHEHTOB CPEACTB 3alMTbl MHMOPMaLuUM, MX Mepuoanmyeckoe
06HOB/IEHNE M KOHTPO/b paboTocnocobHOCTL.

4.3. OAns uWHGOPMAUMOHHBIX cucTeM 1 knacca nNpyM  MHOrOMOMb30BATENbCKOM pexmMMme 06paboTku
MepCcoHanbHbIX AaHHbIX M PasHbIX NpaBax AOCTYNa K HUM MOSIb30BaTeNel MPUMEHSIIOTCS Creayiolme
OCHOBHble MeToAbl M Cnocobbl 3aWmTbl MHDOPMaLMK:

a) ynpasfieHne JOCTYMOM:

naeHTudMKaums 1 nposepka MOAIMHHOCTU MOMb30BaTeNs Mpu BXoAe B CUCTEMY MO MAEHTUDUKATOpPY
(kogy) W Mapon YCNOBHO-MOCTOSIHHOMO AEWCTBUS AJIMHOM He MeHee LecTu 6GyKBEHHO-LMGPOBbIX
CUMBOJIOB;

NAEHTUUKAUMS TEPMUHANOB, TEXHUYECKUX CPEACTB, Y3/I0B CETM, KaHaOB CBS3W, BHELWIHWX YCTPOMCTB
no /IOrMYECKUM MMEHaM;

naeHTUdUKaums nporpamMm, TOMOB, KaTanoros, (ainoBs, 3anucen, nonen 3anucer No MMeHaM;

KOHTPOJIb AOCTYNa Mosib30BaTesiel K 3alMIaeMbiM pecypcaM B COOTBETCTBMM C MaTpULEN JOCTYyNa;

6) perncrpaums n yyer:

perucTtpaumns Bxoaa (BbiIxoaa) ronb3oBaTenien B cuctemy (M3 CUCTEMbI), NMBO pPerncTpaums 3arpysku u
WHULMANM3aLumMmM OnepaumMoHHOM CUCTEMbI M ee MpPOrPaMMHOIO OCTaHoBa. PerncTpaums Bbixoja W3
CUCTEMbl WM OCTAHOBA HE MPOBOAWUTCA B MOMEHTbI amnmapaTypHOro OTKIOYEHUS WMHGOPMALMOHHOWM
cuctembl. B nmapameTpax peructpaumm ykasbiBaloTCs AaTa M BpeMs Bxoda (Bblxoaa) monb3oBaTens B
caucteMy (M3 cucTeMbl) MM 3arpy3ku (OCTaHOBa) CUCTEMBbI, pe3ynbTaT MOnbiTKM Bxoda (ycnewHas wuau
HeycnewHas), uaeHTudukatop (kog wunv damMunus) nonb3osaTensi, MNPeabsBNeHHbIM MpU MonbiTke
[OCTYNa, Ko4 WK Naposib, NPeAbsBEHHbIA NPU HEYCMELHOM MOMbITKE;

perncTpaumnsi Bbldaun neyvatHbIX (rpaduyecknx) AOKYMEHTOB Ha OyMaXHbIl HocuTenb. B mapameTpax
perncTpaumn ykasblBaloTcs gaTa v BpeMsl Bbigaum (obpallueHns K nogcucreme BbiBoAa), cneundukaums
YCTPOWCTBa Bblaauun (formyeckoe mms (HOMep) BHELLHEro YCTPOMCTBA), KpaTKoe CoaepXKaHUe AOKYMEHTA
(HaumeHoBaHuWe, B1A, Wndp, Koa), MAeHTUHUKATOP NOMb30BaTENS, 3aNpPOCUBLLErO AOKYMEHT;
perncTpaumnsi 3anycka (3aBepLUeHusl) NporpamMM U NpoueccoB (3agaHui, 3aday), NpeaHasHaYeHHbIX Ans
06paboTkM nepcoHanbHbIX AaHHbIX. B napameTpax perucrpauum ykasblBalOTCH AaTa M BpeMs 3anycka,
umMsa (naeHTUdUKaTop) NporpaMmel (npouecca, 3agaHuns), NAeHTUMUKaTOp NoAbL30BaTENs, 3aNpoCUBLLENO
nporpammMy (Npouecc, 3agaHue), pe3ynbTaT 3anycka (YCNeLWHbIN, HeyCnewHbIN);

perncTpaumnsi MombITOK AOCTyNa NporpaMMHbIX CcpeacTB (NporpaMM, MpOLECCOB, 3aAad, 3adaHui) K
3awmaembiM chaiinam. B napameTpax perucTpauMu ykasblBalOTCs AaTa M BpeMs MOMbITKU JOCTyna K
3almwaemomMy danny C ykasaHueM ee pesynbTaTa (YChelwHas, HeycnelHas), uaeHTuduKaTop
nosb3oBaTens, cneundmkaums sawmiaemMoro ganna;

permcrpaunst MonbITOK AOCTyNa MNPOrpaMMHbIX CPEeACTB K AOMOMHUTENbHBIM 3almiaeMbiM obbekTaMm
poctyna (TepMuHanaMm, TEXHUYECKMM CpeacTBaM, Y3faM CeT, NMHMAM (kaHanam) CBS3M, BHELIHUM
yCTpoicTBaM, nporpaMMaM, ToMaM, KaTanoraM, dainam, 3anucam, nonsm 3anuceld). B napameTtpax
perncTpaunmn ykasblBaloTCs AaTa M BpeMs MonbiTKM AOCTYNa K 3aliMliaeMoMy O6bekTy C yKa3aHWeM ee
pe3ynbTata (ycrnewHas, HeycnewHas), naeHTUhMKaToOp NoSb30BaTens, crneumMdukaums 3almwaemMoro
obbekTa (lornyeckoe umsa (Homep));

yyeT BCeX 3alluLiaeMblX HocuTenen MHbopMauuM C MOMOLLBI0 UX MapKMPOBKW M 3aHECEHWUE YYETHbIX
AaHHbIX B XXYpHas y4eTa C OTMETKOM 06 ux Bblgaye (npueme);



ounctka (obHyneHune, 06e3nMuMBaHME)  OCBOBOXAAEMbIX  O6flacTel  OMepaTMBHOWM  MAMSITU
MH(OPMaLIMOHHOM CUCTEMBI U BHELLHMX HaKoNUTENeNn;

B) obecneyeHne LenoCTHOCTH:

obecrneyeHnme UENOCTHOCTM MPOrpaMMHbIX CPeaCTB  CUCTEMbl  3aliMTbl  MEPCOHaNbHbIX  AAHHBbIX,
06pabaTbiBaeMoil MHGMOPMaLIMK, @ TakKe HEU3MEHHOCTb NMPOrpaMMHON cpeabl. Mpu 3TOM LENOCTHOCTb
CUCTEMbI 3aLUUTbI NEPCOHaNbHbIX AaHHbIX NPOBEPSETCS MPU 3arpy3Ke CUCTEMbI MO KOHTPOJIbHBLIM CyMMaM
KOMMOHEHTOB CUCTEMbI 3aLUMThl, @ LENOCTHOCTb MPOrpaMMHOM cpeabl obecneunBaeTcsl MCMOb30BaHUEM
TPaHCNATOPOB C SA3bIKOB BbICOKOMO YPOBHS M OTCYTCTBMEM CPeACTB MoavduKauum 06beKTHOro Koaa
nporpamMm B npouecce 06paboTku 1 (Mnn) XpaHeHUs1 NEPCOHANbHBIX AAHHbIX;

(unsnyeckasl oxpaHa TEXHUYECKUX CpeacTB WMHMOPMALUMOHHOM cucTeMbl (YCTPOMCTB W HOCUTENen
WHdopMauun), npeagycMaTpuBalollas KOHTPOMb AOCTYNa B MOMELEHMS MOCTOPOHHUX L, Hanuyne
HaZIeXHbIX MPENSTCTBUMA AN HECAHKLMOHWPOBAHHOMO MPOHMKHOBEHMSI B MOMELLEHUS M XPaHWIULLE
HocuTenen nHdopmMaunm;

neprvoanyeckoe TeCTUpPOBaHME (QYHKLUMA CUCTEMbl 3alUMTbl MEPCOHANIbHbIX AAHHbIX MPU U3MEHEHWUU
nporpaMMHON cpeabl WM Monb3oBaTenen WHMOOPMALMOHHON CUCTEMbI C MOMOLUBIO TeCT-NporpamM,
UMUTUPYHIOLLMX NOMbITKM HECAHKLIMOHMPOBAHHOI0 AOCTYNa;

Hannune CpeacTB BOCCTAHOBMEHMS CUCTEMbl 3alMUTbl MEPCOHANbHbIX AaHHbIX, NpeaycMaTpuBatoLLmX
BEEHNE ABYX KOMWA MpOrpaMMHbIX KOMMOHEHTOB CPEACTB 3alUWTbl MHGOPMaUMKM, UX Mepuoanyeckoe
06HOBNEHNE M KOHTPONb paboTocnocobHOCTMH.

4.4, be3onacHOe MEXCETeBOe B3auMMOAENCTBME AN WMHMOPMALMOHHBLIX cucTeM 1 Knacca npu ux
NOAK/IOYEHUN K CETAM MEeXAyHapOAHOro MHGOPMaUMOHHOIMO obMeHa AOCTUraeTcs nyTeM MpUMEHeHWs
CPEefCTB MEXCETEBOI0 3KpaHNPOBaHWMS, KOTOpble 06eCNeYMBatOT BbIMOSHEHUE CEAYIOWMX DYHKLNIA:
GuUnNbTpaLUMIO Ha CETEBOM YPOBHE A1 KaXXAO0ro CETEBOro rnakeTa He3aBUCMMO (pelleHue O GuabTpaumm
NPUHMUMAETCA Ha OCHOBE CEeTEBbIX aApecoB OTMpPaBUTENS W MofyyaTens WM Ha OCHOBE ApYrux
3KBUBAJIEHTHBLIX aTpUOYTOB);

bunbTpaUno MAKETOB CNYXXEBHbIX MPOTOKOMIOB, CAYXalUMX ASsl AMArHOCTUKM U ynpaBneHust paboToi
CeTEeBbIX YCTPOWCTB;

GunbTpaunlo C y4eTOM BXOAHOMO W BLIXOQHOMO CETEBOr0 MHTepdenca Kak cpeacTBa NPOBEPKU
NOAJSIMHHOCTW CETEBbIX aApecoB;

bunbTpaumto ¢ y4eToM NtobbIX 3HAUMMBIX MOJIEN CETEBbLIX MNAKETOB;

bunbTpauUno Ha TPAHCMOPTHOM YPOBHE 3aMpPOCOB Ha YCTaHOBNIEHNE BUPTYaAsIbHbIX COEANHEHWUIA C YYETOM
TPaHCNOPTHbLIX aApecoB OTNpaBuUTeNs U nosyyaTens;

GunbTpaumio Ha NPUKIaaHOM YPOBHE 3anpocoB K NPUKIaAHBIM CEPBUCaM C YYETOM NPUKIaaHbIX aapecos
OTNpaBuUTENs 1 NoNy4aTens;

unbTpaumio C y4eTOM AaTbl U BPEMEHW;

aYTEHTUMUKALMIO BXOASLMX U UCXOAALMX 3anpoCoB METOAAMM, YCTOMUMBBLIMM K MAcCMBHOMY W (Mnn)
AKTMBHOMY MPOCNYLUMBAHWUIO CETH;

perMcTpaumnio U yyeT GpunbTpyeMblX NakeToB (B MapaMeTpbl permcTpaumum BKIOYAKOTCS aapec, BPeMS U
pe3ynbTat dunbTpaummn);

pPerncTpaumnio u y4eT 3anpoCcoB Ha YCTaHOBNEHNE BUPTYyasibHbIX COEANHEHWI;

NTOKaNbHY CMrHann3aumIo MonbITOK HapyLweHns npasun dunbTpaumm;

NMAEHTMOUKAUMIO M ayTeHTUDMKALUMIO aaMUHUCTPATOpa MEXCETEBOrNO 3KpaHa MNPV €ro JoKasbHbIX
3anpocax Ha JOCTYn no naeHTudbukaTopy (kody) U Naposito YC0BHO-MOCTOSIHHOMO AENCTBUS;
npegoTBpalleHrMe AoCTyna HenaeHTUMUMPOBAHHOMO MNOMb30BaTenss WaM Monb30oBaTens, MOAJIMHHOCTb
naeHTMdMKaumMm KOTOporo npu ayTeHTUMKaLMmn He NoATBEPANIACD;

WAEHTUPUKAUMIO M ayTeHTUdDMKaLUMIO agMUHMCTPaTOpPa MEXCETEBOr0 3KpaHa Mpu ero  yAaneHHbIX
3anpocax MeToaamu, YCTOMYMBBLIMU K MAacCMBHOMY M aKTUBHOMY repexBaTy MHdopMauum;

permcrtpaumnio Bxoaa (Bbixoda) aAMMHUCTPATOPa MEXCeTEBOro 3KpaHa B cuctemy (M3 cuctembl) nnbo
3arpy3kn M MHULMANM3aumMmM CUCTEMbl U ee NPOrpaMMHOr0 OCTaHoBa (perucrpaums BbiIXoAa M3 CUCTEMb
He NPOBOANTCS B MOMEHTbI anmnapaTypHOrO OTK/IIOYEHUSI MEXCETEBOMO 3KpaHa);

perncTpaumio 3anycka nporpaMm 1 NpoLeccoB (3aaaHniA, 3agay);

perucTpaumnio AencTBns aAMMHUCTPaTopa MEeXCETEBOMO 3KpaHa no U3MeHeHWo NpaBun hunbTpaumm;



BO3MOXHOCTb AMCTAHUMOHHOMO YrMpaBfieHuss CBOMMW KOMMOHEHTaMuM, B TOM 4MC/le BO3MOXHOCTb
KOH(UIypnpoBaHus GUNbTPOB, MNPOBEPKM B3aUMHOW COMMIaCOBAHHOCTM Bcex (QUNbLTPOB, aHanusa
perucTpaumnoHHol uHdopMaumuu;

KOHTPO/Tb LEMOCTHOCTU CBOEN NMPOrpaMMHON U MHADOPMALIMOHHOW YacTu;

KOHTPOJIb L€/TIOCTHOCTM NMPOrPaMMHON M MHOPMALMOHHOM YacTh MEXXCETEBOrO 3KpaHa Mo KOHTPOJIbHBIM
CymMMaMm;

BOCCTaHOBJIEHME CBOWCTB MEXCETEBOro 3kpaHa nocsie cboeB 1 0Tka3oB 060pyAOBaHMS;

pernameHTHoOe TeCTUpOBaHWE peanusauuMu npaswn GuabTpauum, npouecca permcrpauun, npouecca
naeHTMdMKauum 1 ayTeHTUdMKaummM 3anpocoB, npouecca uaeHTUdMKauMM w  ayTeHTuduMKaumm
aAMMHUCTPATOPa MEXCETEBOro 3KpaHa, npouecca perucTpaumnm AeUCTBUN aAMUHUCTPATOPa MEXCETEBOIO
3KpaHa, npouecca KOHTPONs 3a LENOCTHOCTbI MPOrpaMMHON U MHMOPMALMOHHON 4YacTy, npoueaypsbl
BOCCTaHOBJIEHWS.

5. AHanuM3 3aWMWEHHOCTM MpOoBOAMUTCA AN pacnpeaeneHHbiX  MHMOPMAUMOHHBIX CUCTEM MU
MHMOPMALIMOHHBIX CUCTEM, NMOAKIIIOYEHHBIX K CETSM MeXAyHapoAHOro MHAOPMaLMOHHOrO obMeHa, nyTem
UCMONb30BaHMs B COCTaBe WHMOPMALMOHHOM CUCTEMbl MPOrPaMMHBLIX WM MPOrpaMMHO-annapaTHbIX
cpeacTB (CMCTEM) aHanu3a 3alMLWEHHOCTMW.

CpeactBa (cucTeMbl) aHanusa  3alMILEHHOCTM  AO/MKHbI  obecneuvBaTb BO3MOXHOCTb  BbISIB/IEHWS
ySI3BMMOCTEN, CBSA3aHHbIX C OWMOKaMM B KOHGUrypaumm nNporpaMMHOro obecrnedyeHust MHOpMaLMOHHOM
CUCTEMbI, KOTOPbIE MOTYT 6bITb MCMOMIb30BaHbl HAPYLUUTENEM ANS peanu3aumm aTakm Ha CUCTEMY.

6. O6Hapy)XeHMe BTOPXEHWM NPOBOAMTCS AN MHGMOPMALMOHHBIX CUCTEM, TMOAKIOYEHHBIX K CETAM
MEXAyHapoAHOro MHQOPMaUMOHHOrO 0bMeHa, MyTEM MCMOMb30BaHUS B COCTaBe WMHGOPMAaLMOHHON
CUCTEMbI MPOrPaMMHBIX UM MPOrPaMMHO-annapaTHbIX CPeAcTB (cMcTeM) 0BHaPYXXEHNS BTOPXXEHUIA.

7. Ons vHdOpMaumMoHHBbIX cnucTeM 1 Knacca NpUMEHSeTcs NporpaMMHoe obecneyeHne CpeacTB 3alumThl
nHhOPMaLMK, COOTBETCTBYIOLLEE 4 YPOBHIO KOHTPOJIS OTCYTCTBUSI HEAEK/IapUPOBAHHbIX BO3MOXHOCTEN.



